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Introduction

Application Scenarios

This solution helps you deploy a web application firewall (WAF) on Huawei Cloud
ECSs in just a few clicks with open-source software ModSecurity. Combining with
the flexibility and efficiency of Nginx, this solution can significantly enhance your
web security. ModSecurity is an open-source cross-platform web application
firewall (WAF). It can protect websites by checking the data received and sent by
web servers.

Solution Architecture

This solution uses the open-source ModSecurity software to establish a WAF on
Huawei Cloud ECSs. The following figure shows the deployment architecture.

Figure 1-1 Solution architecture

Huawei Cloud
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Web application
or website

This solution will:
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Advantages

Constraints

Create a Linux ECS, which is used for setting up a Web Application Firewall
(WAF) and installing Nginx.

Install and configure Nginx on a Linux ECS to balance workloads.
Install and configure ModSecurity on a Linux ECS to provide WAF capabilities.

Create an EIP and bind it to a server so that the server can access the Internet
and be accessed from the Internet.

Cost-effectiveness

Huawei Cloud ECSs provide ultimate performance at competitive prices. You
can build a custom WAF on ECSs with open-source ModSecurity.

Quick deployment

You can create ECSs and install a WAF on them in just a few clicks.

Open source and customization

This solution is open-source and free for commercial use. You can also make
custom development based on source code.

Before you start, ensure that you have an account with Huawei Cloud and
your account is not in arrears or frozen. You can estimate the total price
according to Table 2-1.

Ensure that you have created a VPC, a subnet, a security group, and service
ECSs.

Issue 1.0.0 (2023-04-25) Copyright © Huawei Technologies Co., Ltd. 2
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2 Resource and Cost Planning

Resource and Cost Planning

This solution will deploy the resources listed in the following table. The costs are
only estimates and may differ from the final prices. For details, see Pricing

Details.

Table 2-1 Resource and cost planning — ECSs (yearly/monthly)

Huawei Example Configuration Estimated Monthly Cost
Cloud
Service
Elastic Cloud | e Region: AP-Singapore $29.96 USD
Server (ECS) | 4 Billing Mode: Yearly/Monthly
e CPU Architecture: x86
e Type: General computing |
s6.medium.2 | 1 vCPU | 2 GB
e Image: CentOS 7.6 64bit
e System Disk: General Purpose
SSD | 100 GiB
e Quantity: 1
Elastic e Region: AP-Singapore $57.00 USD
IP(EIP) e Billing Mode: Yearly/Monthly
e Routing Type: Dynamic BGP
e Billed By: Bandwidth
e Bandwidth: 5 Mbit/s
e FEIP Quantity: 1
Total $86.96 USD
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2 Resource and Cost Planning

Table 2-2 Resource and Cost Planning — ECSs (Pay-per-use)

Huawei
Cloud
Service

Example Configuration

Estimated Monthly Cost

Elastic Cloud | e Pay-per-use: $0.05 USD/hour
Server (ECS)

e Region: AP-Singapore
e Billing Mode: Yearly/Monthly
e CPU Architecture: x86

e Type: General computing |
s6.medium.2 | 1 vCPU | 2 GB

e Image: CentOS 7.6 64bit

e System Disk: General Purpose
SSD | 100 GiB

e Quantity: 1

$0.05 USD* 24 * 30 = $36.0
ushD

Elastic IP
(EIP)

e Pay-per-use: $0.13 USD/
5MBit/s/hour

e Region: AP-Singapore

e Billing Mode: Pay-per-use

e Routing Type: Dynamic BGP
e Billed By: Bandwidth

e Bandwidth: 5 Mbit/s

e EIP Quantity: 1

$0.13 USD * 24 * 30 = $93.6
ushD

Total

$129.6 USD
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Procedure

3.1 Preparations

3.2 Quick Deployment
3.3 Getting Started

3.4 Quick Uninstallation

3.1 Preparations

Creating the rf_admin_trust Agency

Step 1 Log in to Huawei Cloud management console, move your mouse over the
account name, and choose Identity and Access Management.

Figure 3-1 Console page

% HuawI cLouD

Issue 1.0.0 (2023-04-25) Copyright © Huawei Technologies Co., Ltd. 5


https://console-intl.huaweicloud.com/console/?region=ap-southeast-3&locale=en-us#/home

Solution
Building a WAF with Open-Source ModSecurity 3 Procedure

Figure 3-2 Identity and Access Management

@p Int-English

Information

Security Settings

My Credentials

dentity and Ac Management
Switch Role

Tag Management

Operation Log

Log Out

Step 2 Choose Agencies and then search for the rf_admin_trust agency in the agency
list.

Figure 3-3 Agencies

Agencies @

vvvvvvvv

e If the agency is found, skip the following steps.
e If the agency is not found, perform the following steps to create it.
Step 3 Click Create Agency in the upper right corner of the page. On the displayed page,

enter rf_admin_trust for Agency Name, select Cloud service for Agency Type,
select RFS for Cloud Service, and click Next.
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Figure 3-4 Create Agency

Agencies | Create Agency

# Agency Mame rf_admin_frust

* Agency Type Account
Delegate another HUAWEI CLOUD account to perform operations on your resour

(®) Cloud service

[=]
[1+]
w

)elegate a cloud service to access your resources in other cloud services.

# Cloud Service RFS -
# Validity Period Unlimited -
Description
0/255
Next Cancel

Step 4 Search for Tenant Administrator and select it in the search results.

Figure 3-5 Select Policy/Role
@ sekct PoicyRote 3) select Scope A

Al poiciesioes « | [ Ansenices | | Tenant Asmistrator x Q

Type

System-defined polcy

System-defined roe

Step 5 Select All resources and click OK.

Figure 3-6 Select Scope

< Authorize Agency

-:i:- Select Policy/Role e Select Scope 3 ) Finish

0 The follewing are recommended scopes for the permissions you selecied. Select the desired scope requiring minimum authorization.

Scope

(@) Allresources

|AM users will be able to use all resources, including those in enterprise projects, region-specific projects, and global services under your account based on assigned permissions.

Show More

Step 6 If rf_admin_trust is displayed in the agency list, the agency has been created.
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Figure 3-7 Agencies

A Agencies @ Create Agoncy

Account

--—-End

Obtaining the Subnet and Security Group IDs

Step 1

Step 2

Log in to the Huawei Cloud management console, go to the VPC subnet list,
and click the subnet that the backend service servers belong to and obtain the
subnet ID.

Figure 3-8 Subnet ID
Network Console Subnets @

Name/iD vec 1Pv4 CIDR Block 1PVS CIOR Block () Status Network ACL Route Table Operation

1921680024

View the security group list on the network console, go to the security group
configured for the backend service servers, and obtain the security group ID.

Figure 3-9 Security Group ID

Network Console Security Groups @ 6 Quick Links

--—-End

3.2 Quick Deployment

This section describes how to quickly deploy this solution.
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Table 3-1 Parameter description

Paramete
r

Type

Mandator
y

Description

Default
Value

subnet_id

String

Yes

Subnet ID. This template uses
an existing subnet. Select the
subnet in the VPC same as
the one your backend service
servers belong to. For details,
see Step 1.

Left
blank

security_gr
oup_id

String

Yes

Security group ID. This
template uses an existing
security group. You are
advised to select the security
group that your backend
service servers belong to. For
details, see Step 2.

Left
blank

ecs_name

String

Yes

Name of the ECS for
deploying a WAF. The name
must be unique. It can
contain 1 to 54 characters
and can include letters, digits,
underscores (_), hyphens (-),
and periods (.)

waf _on_
modsec

urity_de
mo

ecs_flavor

String

Yes

WAF ECS specifications. For
details, see A Summary List
of x86 ECS Specifications.

s6.medi
um.2 (1
vCPUs |
2GiB)

ecs_image

String

Yes

WAF ECS image. For more
details, see IMS Public
Images.

CentOS
7.6
64bit.

ecs_passw
ord

String

Yes

Initial password of the WAF
ECS. After an ECS is created,
reset this password by
referring to Step 1 in 3.3. The
password can include 8 to 26
characters and must include
at least three of the following
character types: uppercase
letters, lowercase letters,
digits, and special characters
($'@%-_=+[]:./A{}?). The
password cannot include the
username or the username
spelled backwards. The
administrator username is
root.

Left
blank

Issue 1.0.0 (2023-04-25)
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Paramete
r

Type

Mandator
y

Description

Default
Value

bandwidth
_Size

Number

Yes

Bandwidth size. This template
is billed by bandwidth. Value
range: 1 to 2,000 Mbit/s.

5 Mbit/s

ip_list

String

Yes

Private IP address and port for
accessing your backend
service servers. The format is
IP address T1.Port 1,/P address
2 Port 2. For example,
192.168.0.1:8080,192.168.0.2:8
081,192.168.0.3:8083. (When
accessing this environment
using a browser, select HTTP
or HTTPS based on what the
backend port uses.)

Left
blank

ssl_certific
ate

String

Yes

Name of your SSL certificate
public key file, including the
file name extension. After the
template is deployed, upload
this certificate file to the fusr/
local/nginx/ssl/ directory on
the WAF ECS.

Left
blank

ssl_certific
ate_key

String

Yes

Name of your SSL certificate
private key file, including the
file name extension. After the
template is deployed, upload
this certificate file to the fusr/
local/nginx/ssl/ directory on
the WAF ECS.

Left
blank

Step 1 Log in to Huawei Cloud Solution Best Practices, choose Building a WAF with
ModSecurity, and click Deploy. The Create Stack page is displayed.
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Figure 3-10 Selecting a solution

Solution Architecture

This solution is open-source and free for commercial use. You can also make custom development based on source code.

Building a WAF with ModSecurity

\J Version: 1.0.0

Last Updated: April 2023

Huawei Cloud
Built By: Huawei Cloud

(S5 Time Required for Deployment: About 20 minutes
¥ Time Required for Uninstallation: About 5 minutes
Subnet S

= Estimated Cost

('*"3 \ View Source Code

=4
- \J Security Group.
" Wb application View Deployment Guide
e or website

@ - S .
1% = ¥ Deploy
User Elastic IP(EIP) Web application firewall | ™

Web application
or website

Step 2 On the Select Template page, click Next.

Figure 3-11 Selecting a template

< Create Stack

@ select Tompite @) contiure Faramsters @) ot stack

urtormplate wil not bo encrypted. KNS and DEW nded for encryption of sensiive variablos. Current, the RFS console can automaticaly use KIS to encrypt your sensite variabios.

0 r@

Step 3 On the Configure Parameters page, configure parameters by referring to Table
3-1 and click Next.
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Figure 3-12 Parameter configuration

nigure Parameters

Configure Parameters

Q| 3 Encrypt some resources based onth tempite rsqurements. (@)

Parameer e cesrton
st [ s S0 T et s an st Bt St 1L 1 VEC e backend s eers sl To Uy e subnl 1, 1 depymeni e
—— atome 7 stz a190 312887 o v st sy 1. g Tocuey

v modsscar_demo o Name o n £CSusodor cepoing a WA To ram st e uni. Ve range: 154 ctacirs.Can nclde s, it undescres ), yhers () an eods ()

s tvr a2 a Sdtcabons of e ECS s o ey V. Fodi - P

s mam Comos 7ot a i f b ECS s oGy VAPt shut pcicaor, s deplomer e Dt CenS 75608

ecspassword | e 3 string. Initial password of the ECS used for deploying a WAF. Afier the ECS is created, the Value range: 8 to 26 characters. Must
J—— s - Sann iz, i e i by B, Uoke g 1162000 Wi Deot ok S s

o e —r— o ackend s seer ot 0t 0 o a1 e o 11 s 2P 2 o ot e, opoment e

‘ssl_certificate_key server key string. ‘SSL certificate private key file name, including the extension. After the. upload this certificate fie 1y on the WAF ECS. For d. e

Step 4 On the displayed page, select rf_admin_trust from the Agency drop-down list
and click Next.

Figure 3-13 Configure Stack

@

© contours stack @ contm Contourtons

Agency nuaweicioud

ncy on 1AM

Auto-Rolback suto-rolback i ensbled, the stack automaticaly rolls back to the previous successfulresource status when the operation fis Aftr the stack iscrested, you can modify the stack configurations on it details pag

Deleton Protection Deletion protection prevents the stack rom being del

Previous

Step 5 On the Confirm Configurations page, click Create Execution Plan.
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Figure 3-14 Confirm Configurations

@ select et @ conuts arametrs

ure Stack

© conim Contguratons

@ RFS s 190 of charge,buthe resources in th staccare not. Curenty,you nead fo creae an execution pan (Fee of charge) fo cotan the estmated price

Template Info

StackName build-a-WAF-bazed-on-modsecurity Descrption

Parameters £

fR— e oo oesrtion

ameta R — s Sore D T it usesan otngsbrt. Selctasunt 1 i VPG R

e —— RS — g s ety o Toaury e th i

e [, g Ve v £0S s for eloing WA Tha e o Ve range: 1054 chrcrs.Co ncudatrs, i, s L), yshns ), andpords

s ar 2 ag IE—— R —

s mage [— aung - [EP— [Ep——

J— e Il asvor f i ECS s o Geloing WA Aferh ECS i, rseh s P st
v s o s ie by bVl rang: 12000 it Dot el s @
e e — o o ot e ot P sstss 2o Far ors i 0 e depoymont e %
ssl_certficate server.ct string. SSL certificate public key file nz including the extension. After the template is deployed, upload this certficate file to the tory on the WAF ECS. For d. ©
JEp—— — anmg oL ot prvate ey e, g s oerslon ATt s oy, oaa s Gt oo ol o an o VIAF ECS. o

Estmated fee: You can obtain the estimated fee afler creatng an execution pan (e of charge

Drecty Deploy Stack

Step 6 In the displayed Create Execution Plan dialog box, enter a plan name and click
OK.

Figure 3-15 Create Execution Plan

Create Execution Plan

« Before deploying a stack, you can create an execution plan to preview the stack
information and check its configurations to evaluate the impact on running
resources.

« RFS is free of charge, but the resources in the stack are not. After the execution
plam is created, a stack (occupies the stack quota) for which no resource is
enabled is generated, and the estimated price is displayed in the execution plan
details.

# Execution Plan Mame executionPlam_20230419_1040_tidk

Description

Step 7 Click Deploy. In the displayed dialog box, click Execute.
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Figure 3-16 Execution Plans

< build-a-WAF-based-on-m...

Detete Uptate TemplaterParameter | | C
Basicinformalion  Resources  Oulpuls  Evenls  Tempiale  Execution Plans
alle
Status Estimated Price Created Description
o 19_1044 ieys
View Detais 20230419 10:45:30 GT+08.00
95020ca3-4718-4211330-223970cebaa

Figure 3-17 Execution Plan

Execution Plan

Are you sure you want to execute the plan?
Execution Plan Name Status Created

executionPlan_20230419_104._ Available 20230419 10:45:30 GMT+08. ..

. After the plan is executed, the stack is updated accordingly, and resources in the
template are enabled, which may incur fees based on resource payment
requirements.

Step 8 Click the Events tab and check whether the solution has been deployed. If
message "Apply required resource success" is displayed in the Description column,
the solution has been deployed.

Figure 3-18 Solution deployed

< build-a-WAF-based-on-m...

Re Q
Time = Type V¥ Description Resource Name/Type Associated Resource ID
Figure 3-19 Obtaining an EIP
< | build-a-WAF based-on-m... Delete Update Template/Parameter | | C
Q| C
R string. 1. The public IP address of the WAF is 190.92.199.222. You can use this IP to.
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3.3 Getting Started

Step 1 After this solution is deployed, log in to the ECS console and reset the password.

Step 2

Step 3

Step 4

For details, see Resetting the Password for Logging In to an ECS on the
Management Console.

Use a remote connection tool to log in to the WAF ECS and upload an SSL
certificate (public and private key files) to the specified directory: fusr/local/
nginx/ssl/. For details, see How Do | Upload Files to My ECS? Run the cd fusr/
local/nginx/sbin; ./nginx command to start the Nginx service.

Figure 3-20 Uploading an SSL certificate and starting the Nginx service

[ront@waf shinl# 1s ;"IJ.Car,."']_DC:a]_,.-"r‘lgi_n:!{;"EiEi1_,;"'

server.crt  server ke
[root@wat sbin]# cd fusr/local/nginx/sbin: ./nginx

Configure DNS records. Resolve the website domain name to the EIP obtained in
Step 9. In this way, the website can be accessed over its domain name. For details
about DNS resolution, see Configuring Record Sets for a Website.

Use a browser to access the EIP or domain name through HTTP/HTTPS many
times to verify that requests are distributed across backend service servers. For
example, http://EIP, http://Domain name, https://EIP, https://Domain name, or just
the domain name.

Issue 1.0.0 (2023-04-25) Copyright © Huawei Technologies Co., Ltd. 15
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Figure 3-21 Accessing an EIP mapped to the website private IP address

e & https/ fwwwsolutionascoden. O = & || @& solutionascode.cn

This 1s server 1!

& httpyffvww.solutionascoden. O * & || @ solutionascode.cn

This 1s server 2!

@ httpsyy12 25 x  + - i
< C A hitper/f12 25 e ow O &
This is server 2!

@ hittpsy/12 25 x  + - U
< C A hitper/f12 125 e ow O &
This is server 1!

@ httpss/fuvmsolutionascode.cn X 4 N H
& ' @ solutionascode.cn = r O &
This is server 2!

@ hitpsyfwww.solutionascode.cn X 4 v - B x
& @ solutionascode.cn = r O &
This is server 1!

Step 5 Enter "https://EIP of the WAF ECS/?param=%22%3E%3Cscript%3Ealert(1);%3C/

script%3E" in the browser address box and check whether WAF takes effect.

Figure 3-22 Testing WA

cC 0O A hitps//12046.136 40/2param="> <scripts alert(1):< /script

403 Forbidden

nginx/1.21.1

--—-End

3.4 Quick Uninstallation

Step 1 Log in to Application Orchestration Service. On the Stacks page, locate the row

containing the solution stack you created in Step 3, and click Delete in the
Operation column. In the displayed Delete Stack dialog box, enter Delete in the
text box and click OK.

Issue 1.0.0 (2023-04-25) Copyright © Huawei Technologies Co., Ltd. 16
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Figure 3-23 Delete Stack

Delete Stack

Are you sure you want to delete the stack and resources in the stack? Stack and resources cannot
be restored afler being deleted Exercise caution when performing this operation.

‘Stack Name Status Created

buikd-a WAF-based-on-mods. Deployment . 202303727 10:34.20 GMT+08.00

‘Enter Daleta to delets tha stack and resources.

foeee |

e

--—-End
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Appendix

Terms

Elastic Cloud Server (ECS): ECS provides secure, scalable, on-demand
compute resources, enabling you to flexibly deploy applications and
workloads.

Elastic IP (EIP): EIP provides static public IP addresses and scalable
bandwidths that enable your cloud resources to communicate with the
Internet. You can easily bind an EIP to an ECS, BMS, virtual IP address, NAT
gateway, or load balancer, enabling immediate Internet access.

Nginx: Nginx is a lightweight HTTP server. It is a high-performance HTTP and
reverse proxy server as well as an IMAP/POP3/SMTP proxy server. For details,
visit http://nginx.org/en/.

ModSecurity is an open-source cross-platform web application firewall (WAF).
It can protect websites by checking the data received and sent by web servers.
For details, visit http://www.modsecurity.cn/practice/.
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